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Abstract

The non-excludability and non-rivalry characteristics of data pose challenges to Coase’s property rights theory. Based
on Ostrom’s Common Pool Resources (CPR) Governance Theory, this study proposes defining the data factor as a
six-tuple and designing a computational environment that supports the protection of data factor property rights. This
definition integrates the original dataset, transaction entities, commitments, supervision, and punishment into a unified
whole, specifically referred to as data factor. Similar to the intellectual property protection system, the six-tuple first
endows data factors with excludability in a contractual sense. Secondly, to effectively support such exclusivity, this
study proposes a distributed property rights protection computing environment with the capabilities of ”supervision-
punishment-commitment”, adopting the ”terminal-pipe-cloud” architectural template. This computing environment
better matches the self-organizing nature of data trading activities. We use evolutionary game theory to verify how the
new data factor definition promotes the development of trading markets. To provide practical reference, the simulation
focuses on two key aspects: market stability under the coexistence of multiple strategies, and the impact of the initial
conditions of the institutional environment on participants’ strategy choices.

Key words: Data Factor Property Rights Protection, Common Pool Resources Governance, Evolutionary Game,
Endogenous Punishment, Network Address Translation(NAT)

1. Introduction Data open-sourcing is a typical approach to demonstrating

the value of data factors and exploring avenues for multi-
The wealth value of data does not depend on ”"how much” data R R p &
N e party collaboration. Among its key components, open-source
one possesses, but on "how to utilize” it. However, the non- o R
e . . test datasets[4] serve as critical benchmarks for algorithm
excludability and non-rivalry of data[l],[2] pose challenges to ) K . o . A
. . validation and model training, furnishing a unified evaluation
the property rights theory advocated by Coase. For instance, . K . K . R
. .. baseline for technological iteration across diverse domains
how to address the issue that an additional copy halves X K . . . L
, . . . including artificial intelligence and computer vision[5]. To
the data’s price, and how to ensure that data is reliable, i K
. . ensure stable and sustainable supply capacity, we need to
trustworthy, and usable. The property rights economic theory, ioritize the devel ¢ dil ¢ datasets|6]
rioritize the development dilemmas of open-source datasets[6
which is based on the excludability and rivalry of factors, holds p p L. R p R
. . L as well as the potential incentive mechanisms for them. The
that clear property rights constitute the core prerequisite for i
K . . . Sponsors program rolled out by GitHub, a world-renowned
ensuring market collaboration and orderly transactions[3]. The K L.
. . . open-source platform, offers valuable implications for the
ongoing debate over the property rights of data factors precisely
N e » development of the open-source ecosystem. Relevant study(7]
indicates that data has not yet fully shed its ”pure resource

attribute.

Unlike general factors of production, whose excludability

have demonstrated that even when a large number of developers
do not receive direct sponsorship after joining the program,

. . their enthusiasm for engaging in contributory activities such as
enables owners to sustain prices through use control, data o . S
. code optimization and vulnerability remediation is significantly
factors are non-excludable. Anyone who gains access can K . R
. . . . . . boosted—and this constitutes the core foundation for them
replicate them at zero cost. This drives supply to infinity, prices K . L

. . . to build reputation and garner trust within the open-source
toward zero, and ultimately severs the link between price and .
. .. community.
the intrinsic value of the data.
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Exploring and refining incentive mechanisms for open data
sharing not only serves to fully mobilize the enthusiasm of data
contributors, but also accelerates the transformation of data
from a general-purpose resource into an economically valuable
production factor.In the context of data factors, we argue
that—much like peer-to-peer (P2P)[8]systems—distributed
environments not only offer the dual advantages of minimizing
operational costs and streamlining data access, management,
and maintenance for providers, but also, by supporting
necessary game-theoretic behaviors, can endow data factors
with the core attributes of exclusivity and competitiveness,
thereby building a robust computing environment that
underpins the protection of data factor property rights.

Elinor Ostrom, the 2009 Nobel laureate in Economics,
probed into that whether a common resource (such as a
pond) can possess ”excludability” depends not only on its
inherent natural attributes but also on the costs incurred by
the appropriator(s) in attempting to prevent others from using
it[9],[10]. To align the computing environment for data factor
property rights protection with the requirements of Ostrom’s
theory of common-pool resource governance, this study defines
data factors in the form of a six-tuple denoted as <P, Q,
D, C, punish, supervisor>. Among them: P and Q represent
the objectified descriptions of transaction entities; D denotes
the transaction data; C stands for the contract signed by P
and Q regarding D, which is also an objectified description
before the entities of P and Q are determined; ”punish” refers
to the endogenous punishment or sanction function between
entities ( This punishment does not require third-party consent
or implementation ); ”supervise” represents the supervision
function between entities.

This 6-tuple indicates that when any party involved in the
transaction detects a violation related to D, the transaction
entities (i.e., P or Q) may impose punishment on the violator
in accordance with C, and such punishment or sanctions occur
directly between P and Q. The form of the 6-tuple clearly
shows that the punitive operations connoted in data factors
are intended to protect the interests of specific groups, namely
second-tier excludability[10].

Private goods achieve ”excludability” in the first-tier
sense, whereas club goods and common-pool resources
achieve ”exclusivity” in the second-tier sense.[10]. Second-tier
excludability refers to exclusivity that is realized within a
certain scope and based on specific rules or conditions. From
the perspective of excludability, the expectation of endogenous
punishment can motivate entities involved in sharing to
proactively avoid risks and reduce the possibility of data
dissemination—similar to how patents are brought under legal
protection. On the other hand, the convenience of imposing
punishments during transactions destabilizes illegal trading
markets[11], which can minimize the number of participants
to the greatest extent.

Through the collaboration of ”punish” and ”supervise”, a
mechanism is provided for groups that have already secured
access to shared data factors, enabling them to prevent
others from using the factors at low cost. The computational
environment defined by this six-tuple supports the protection
of data factor property rights and is better aligned with the
self-organizing nature of data trading activities.

Based on the six-tuple of data factors, this study proposes a
distributed property rights protection computing environment
that can supervise data factor transaction behaviors, enhance
the cooperation level of the transaction market, and features
automatic data leakage detection and autonomous contract

2. Based on the CPR Governance Theory,

breach penalty imposition.The main innovations are as
follows:

1. General factors of production possess the attribute of
excludability, which enables them to unify both wvalue
and price within a single transaction framework. Data
factors, however, lack this attribute, causing their price
to be gradually eroded during the process of wvalue
realization. Addressing the non-excludability characteristic
of data—and shifting the analytical object accordingly—we
propose a framework that bridges economic theory with
technical implementation. By leveraging the incentives
embedded in the technical implementation to influence
transaction entities, the framework achieves the governance
effects prescribed by economic theory, thereby resolving
the fundamental contradiction inherent in treating data
as a tradable factor. Resolving the non-excludability

problem would facilitate the widespread development of

data transactions.

this study

proposes a six-tuple framework for describing data factors.

Relying on the endogenous punishment mechanisms and

customized contracts within the six-tuple, it realizes

the excludability(second-tier excludability) and rivalry
required for factors, thereby providing support for
clarifying the boundaries of property rights.

3. According to the six-tuple of data factors, this study

proposes a distributed data factor transaction and

supervision system composed of ”cloud”, ”pipe”, and

7terminal”. Specifically: the blockchain serves as the

”cloud” to record transaction contracts; a virtual machine-

based sandbox is used as the execution environment

for data wusers, allowing data owners to monitor
whether the execution process of training programs
complies with specifications through the sandbox; by
referring to telephone call blocking and utilizing signaling
technology[12], we have realized the capability to
autonomously punish untrustworthy entities (in a NAT
(Network Address Translation) network environment) by
blocking and restricting data transmission paths.

Blocking access paths[13],[14] and isolating violators
from business cooperative relationships[15],[16] not only
reduce their actual operational capabilities but also harm
their business reputation through the industry credit
transmission mechanism.

4. To verify the role of autonomous punishment in improving
the cooperation level of the data transaction market, this
study models the autonomous punishment behavior of
traders using game theory, based on the prisoner’s dilemma
principle. On this basis, we simulate four transaction
strategy combinations using the Moran process. The
simulation results show that under the constraint of the
autonomous punishment mechanism, the probability of
individuals choosing the cooperative strategy is much
higher than that of choosing other strategies, and the
group can benefit from cooperation more quickly. Such
simulations can also help policymakers understand the role
and value of each external condition in designing the initial
system of the trading market.

In terms of the service goal, this system is designed around
the theme that data trading requires promoting cooperation
among subjects, controlling the dissemination of data among
subjects, and supporting subjects in autonomously punishing



each other within a specific relationship, which is essentially
different from systems that encourage information sharing.
To the best of our knowledge, this is the first paper to
define data factors through an extension based on datasets;
it is also the first paper to discuss how to construct the
excludability attribute of data factors from the perspective of
punishment; and it provides, in conjunction with the definition
of data factors, the implementation principles of a computing
environment that specifically supports factor transactions.

The remainder of this article is structured as follows:
First, it introduces the current contradictions in data
factor tradings, proposes an extended approach to defining
data factors, and briefly describes the innovations of this
paper. Second, it introduces the CPR Governance Theory,
and based on the six-tuple of data factors, proposes a
computing environment supporting the trading market and its
implementation mechanism. Third, drawing on simulations of
four transaction strategy combinations, it uses evolutionary
game theory to explain the important role of the mutual
restriction mechanism (supporting autonomous punishment) in
enhancing governance capabilities, maintaining the market’s
cooperation level, and maximizing cooperative benefits. Fourth,
it reviews the current research status of data factors and
discusses the property rights dilemmas of various schemes.
Finally, it presents the conclusions and future work.

2. Data Factor and Property Rights Protection
Computing Environment

2.1. Theoretical Basis for Data factor Definition

Ostrom’s[9] research focuses on the governance of public
goods (e.g., forests, pastures, roads, parking lots)—which also
possess non-rivalry and non-excludability. She found that when
tackling issues such as free-riding, shirking of responsibilities,
and opportunistic behaviors, integrating mechanisms including
community rules, supervision, and hierarchical governance can
resolve the collective action dilemma, enable effective resource
allocation, and achieve economic goals. The development
of data factor trading markets also faces collective action
dilemmas arising from opportunistic behaviors. Beyond
government regulation and privatization models, Ostrom’s
theory offers a new perspective for defining data factors and
constructing relevant trading systems.

Different from property rights economic theory, the
governance of common pool resources (CPR)[9] is based on
the clear definition of boundaries. The core purpose of clearly
defining boundaries is to clarify responsibilities, as well as
to fulfill obligations and obtain returns in accordance with
these responsibilities. In practice, clearly defining boundaries
means that each participant makes explicit commitments to
themselves and others. Such commitments do not stem from
external imposition but must be self-implemented by the
involved parties. The governance solution proposed by Ostrom
aims to enable interdependent principals to organize themselves
autonomously and achieve sustained collective benefits—even
when faced with temptations such as free-riding.

Ostrom argued that commitments and supervision must be
strategically nested: effective supervision cannot be achieved
solely by relying on external forces; only by integrating
supervision and hierarchical sanctions into a complete set of
institutional principles and operating them in coordination
can strong public institutions be established or reshaped.
Supervision is crucial, yet third-party supervision is not the

only approach. When individuals commit to a contingency
strategy for abiding by rules—i.e., I act as others act”—they
will be motivated to supervise others to ensure that most people
comply with the rules. We argue that supervision and sanctions
(i.e., punishment) together constitute effective oversight.

Based on the CPR Governance Theory, this study defines
data factors using a six-tuple framework: <P, Q, D, C, punish,
supervise>, which essentially serves to define boundaries. The
components are defined as follows:

e P and Q: Objectified descriptions of transaction entities,
i.e., abstract descriptions of the entities’ characteristics.
All entities that meet the requirements are potential
counterparts to these entities (for convenience, P refers to
the data owner, and Q refers to the data user).

e D: Denotes the transaction data.

e C: Represents the contract (i.e., commitment) signed by
P and Q regarding D. Before the entities of P and Q are
determined, this contract also functions as an objectified
description.

e punish (C, punisher, defaulter): Represents the
punishment or sanction function between entities. The
return value of this function is either 0 or 1, where 0
indicates no punishment and 1 indicates the imposition of
punishment. The specific form of punishment or sanction
shall be determined in accordance with Contract C.

e supervise (D, C, proctor): Refers to the inter-entity
supervision function. The return value of this function is
either 0 or 1, where O indicates compliance with relevant
agreements and 1 indicates a violation of such agreements.
The specific supervision actions and rules are determined in
accordance with Data D and Contract C.

This six-tuple implies that when any party involved in the
transaction detects a violation related to D, the transaction
entity (either P or Q) can impose punishment on the violator
in accordance with C, and the punishment or sanction occurs
directly between P and Q.The values of ” punisher”, ”defaulter”,
and ”proctor” correspond to the entities represented by P or Q.

When understanding the definition of data factors from
the perspective of excludability in property rights economic
theory, the expectation of endogenous punishment can motivate
entities to proactively avoid risks and abandon the use of
relevant datasets. Endogenous punishment first directly leads to
losses in expected benefits and prior costs; second, it indirectly
affects the entity’s business reputation and other ongoing
transactions involving the entity. When the total cost of
infringement exceeds the benefits of infringement, punishment
measures achieve excludability by increasing various costs[17].
Data factors described by the six-tuple can exhibit the
excludability required of production factors. On the other hand,
the convenience of imposing punishments during transactions
destabilizes illegal trading markets[11], which can minimize the
number of participants to the greatest extent.

When the dataset is determined, the expression <P, 0,
D, C(0), punish, supervise> represents the basic data factor
released by the data owner. The customized contracts signed
by different entities, along with the connections between
contracts formed around the same dataset, collectively endow
the six-tuple-described data factors with the characteristic of
rivalry. Based on the CPR Governance Theory, the six-tuple
data factors defined in this study can externally exhibit the
characteristics of production factors that are adapted to market
transactions.
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2.2. Property Rights Protection Computing
Environment

To support the trading of six-tuple data factors, this study
proposes a distributed property rights protection computing
environment for data factor trading, which consists of ”cloud”,
”pipe”, and ”terminal”.

2.2.1. System Structure of the Computing Environment
The six-tuple-based computing environment consists of three
components:

”cloud”, ”pipe”, and ”terminal”, as illustrated in

Figure 1.

e Cloud: The blockchain serves as the ”cloud” to record
transaction contracts (i.e., C in the six-tuple), which
represent commitments.

e Pipe: By referring to telephone call blocking and utilizing
signaling technology([12], we have realized the capability to
independently punish untrustworthy entities (i.e., ” punish”
in the six-tuple) in a NAT (Network Address Translation)
network environment by blocking and restricting data
transmission paths.

e Terminal: This component is divided into two categories:

Q@ in the six-
tuple) are virtual machine-based sandboxes serving as

— Terminal systems for data usage (i.e.,

execution environments for data users. Data owners
monitor whether the execution process of training
programs complies with specifications through the
sandbox (i.e., ”supervise” in the six-tuple).

— Terminal systems for data owners (i.e., P in the six-
tuple) provide data access environments for data owners
and collect information about data users’ training data
usage.

Both types of terminals access the internet through NAT
devices, with data transmission paths between NAT devices
established using the SIP protocol.

Trader-2: Data User Trader-3: Data Source Trader-4: Data Source

Trader-1: Data User

Endpoint

Network Pipe

Cloude

-O-O—
BlockChain

OO
BlockChain
e

Fig. 1. A computing environment supporting property rights protection.

2.2.2. Commitment and Monitoring
A distributed file system similar to IPFS is used to store
contract texts[18],[19]. When a contract text is uploaded, it is

first hashed, and the resulting file hash value is then uploaded
to the blockchain for storage. The integration of distributed
storage and blockchain technology ensures the tamper-proof
nature of the commitments recorded in the contract, providing
traceable and reliable guarantees for enforcing punishment in
the event of infringement.

The sandbox of the first type of terminal system (for
data usage) is capable of tracking the information flow during
the training process and restricting the scope of information
diffusion. This type of terminal system downloads data from
the second type of terminal system (for data owners) and stores
the data in a virtual space. Drawing on the privacy-preserving
data protection methods for Android systems proposed in
References[20],[21],[22], we adopt data contamination marking
and attribute-based access control as the core mechanisms for
sandbox monitoring of data leakage. These mechanisms can
track the original data and the model parameters derived from
the original data, and restrict their diffusion scope.

Data
Collection

Training
Algorithm '

Models G o
— = Three Zone Sandbox
Data User Data Provider/Source

Fig. 2. Three-space sandbox and its interaction process.

Based on the confidentiality and integrity requirements
of the security access mode[23], we partition the continuous
model training environment into three mutually independent
subspaces(zone): the data provider subspace, the data user
subspace, and the intermediary service subspace—forming the
“three-space sandbox”, as illustrated in Figure 2. The data
provider subspace stores datasets, the data user subspace stores
algorithms, and the intermediary service subspace executes
model training and provides services to the outside.

The access relationships among the three subspaces are
determined based on the dataset. The dataset is confirmed
as complete by both parties prior to the transaction, and this
integrity serves as the foundation for subsequent cooperation.
Based on confidentiality requirements, the original data has
a higher protection level than the algorithm code; therefore,
the data provider subspace is assigned a higher level than the
data user subspace. The intermediary service subspace, which
performs auditing, has the highest level of privilege.

Al model training follows a fixed data flow: sample

reading, preprocessing (normalization/tensor conversion),
forward propagation, loss computation, and backpropagation.
The training programs provided by data users typically rely
on existing third-party libraries. We decompose this workflow
across the three subspaces and insert checkpoints at key stages.
‘When the data provider uploads data, the data provider
subspace generates a sample fingerprint for each record in the
original dataset and stores these fingerprints in a fingerprint
table[24].

the data user, the intermediary service subspace scans the

Upon receiving the algorithm code submitted by



code using syntactic analysis tools and inserts integrity-
checking code before the preprocessing (normalization/tensor
conversion) stage. During execution, the integrity-checking
code computes the fingerprint of the sample being processed
and compares it against the fingerprint table. If no matching
record is found, the checking code triggers an alarm. The
relative privilege levels among the subspaces ensure that the
data user cannot detect the intermediary service’s inspection
of the algorithm code.

To broaden the coverage of parties participating in data
trading, the core purpose of the sandbox is supervision, not
absolute protection, and it is designed to simulate the canary in
a coal mine. In normal operation, the sandbox achieves mutual
isolation between different subjects, as well as mutual isolation
between data and the original execution program. When a
violation occurs, the data integrity and confidentiality defined
by the sandbox will be breached, thereby triggering an alarm
to the data provider. This will lead the data provider to initiate
punishment. Once a violation is detected, the deterrence comes
from the endogenous punishment mechanism—the blocking of
signaling and data paths—rather than from the sandbox itself.

2.2.8. Network Environment Supporting Endogenous
Punishment

Endogenous punishment serves as the foundation for data
factors to possess excludability. Existing studies have applied
the PageRank algorithm[15],[16] to evaluate the reputation of
nodes in supply networks—nodes in an isolated state within
the network fail to obtain favorable evaluations. Therefore, we
consider restricting the punished entity’s access to the network
as a punishment measure[13],[14]. When the data transmission
path is blocked, this is equivalent to isolating the defaulter from
business cooperative relationships, which directly diminishes
their operational capacity and business reputation.

Telecom network operators can compel users with unpaid
fees to settle their payments promptly by blocking their calls.
As illustrated in Figure 3, based on the SIP protocol and
NAT devices, we propose a network environment that not only
supports data exchange between transacting parties but also
enables the autonomous implementation of punishment. Using
NAT (Network Address Translation) devices to provide internet
access services to users is a common solution for addressing
IP address shortages, and the NAT network environment
lays the foundation for us to implement punishment. When
a transaction entity accesses the public network via a NAT
device using a private address, it requires the assistance of
a third-party service deployed on the public network (i.e., a
transaction matcher) to communicate with another transaction
entity located behind a NAT device. The technical solution for
establishing data transmission channels between NAT devices
based on the SIP (Session Initiation Protocol) has been widely
adopted in the internet. Once the tunnel is established,
the two parties can perform data transmission and status
synchronization.

As illustrated in Figure 4, when services are provided to
transaction entities based on the SIP protocol, the transaction
matcher controls the mutual access capabilities of all entities. In
the aforementioned network environment, taking the scenario
where the first type of terminal detects abnormal behavior
as an example, the punishment implementation process is as
follows:

1. In accordance with the punishment clauses specified
in the contract between the two transaction parties,

Data User NAT-1 SIP-Server NAT-2 Data Source
=

= =|=|=

— == p = HEE

L CCLTTEERS - TITERTEES~ CYELTPERTES - TETTERPELNS -

M = o Pl = = = e = = = = e = —— )

Punch \ Signalling

Fig. 3. Process of Establishing Data Paths Between NAT Devices

2-1:Punishment

Request

1-1:SIP signaling
A\
A NAT-2

Trader-3
Trader-1
a

Fig. 4. Process of Implementing Punishment

Trader-1: Data User

the transaction matcher can configure an automatic
punishment implementation service for the transaction
entities.

2. When an entity submits a punishment request, the
automatic punishment implementation service is triggered
to restrict or block the punished entity from establishing
data transmission paths with other entities. The punished
entity may also file a reverse punishment request against
the initiator of the original punishment request. The
transaction matcher will similarly restrict the punishment

provisions of the

punishment clauses. At this point, the ability of both

initiator in accordance with the
parties to access other entities in the system will be frozen
until the dispute is resolved.

3. During the freezing period, the two parties negotiate to
reach a resolution—similar to how PPP (Public-Private-
Partnership) models[25] adjust project outputs, modify
cost-sharing ratios, or even terminate cooperation through
negotiation.

4. After the two transaction parties resolve the dispute,
the initiator of the original punishment request submits
a revocation request. The transaction matcher then

automatically restores both parties’ ability to access other

entities in the network.

Under normal circumstances, a trader will not initiate a
punishment request without cause. From a game-theoretic
perspective, this is a lose-lose state and attracts attention from
multiple parties. However, it cannot be ruled out that someone
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may raise a false alarm or deliberately initiate punishment.
Therefore, before implementation, it is necessary to confirm
that the sandbox alarm actually occurred. SIP is a protocol
with rich tags and complete call-sequence records. Because
systems behind different NAT devices need to communicate via
the SIP protocol, and SIP has the capability to record sessions
in the call server, when a subject submits a punishment request,
the call service will check its local records to determine whether
the cooperative session exists—that is, whether the alarm
message was actually issued by the sandbox. In future work,
we will treat security issues in data trading as an independent
research problem, and analyze and study security threats
from multiple aspects, ranging from system-level attacks to
transaction-level attacks.

3. From Endogenous Punishment to
Cooperation

To analyze the role of punishment-based restraint mechanisms
in enhancing entities’ willingness to cooperate, we categorize
the strategies available to entities participating in data
transactions into four basic types: cooperation, defection, loner,
and punishment. In each round of the game, transaction
entities can independently choose a strategy based on their own
objectives.

e Cooperation Strategy: Refers to a strategy where an
entity is willing to invest resources (i.e., incur costs) in
cooperation and share the resulting benefits.

e Defection Strategy: Refers to a strategy where an entity
refuses to invest resources (i.e., avoids incurring costs) in
cooperation but still seeks to share the benefits.

e Punishment Strategy: Refers to a strategy where an
entity is willing to invest resources (i.e., incur costs) in
cooperation, share the resulting benefits, and proactively
punish defectors upon detecting defection—while also
bearing the costs associated with the punishment itself.

e Loner Strategy: Refers to a strategy where an entity
generates value independently using its data, without
engaging in cooperation with other entities.

Based on the above strategies, we define four strategy
combinations: Cooperation-Defection, Cooperation-Defection-
Loner, Cooperation-Defection-Punishment, and Cooperation-
Defection-Loner-Punishment. Using the social prisoner’s
dilemma model as a foundation, we discuss the cooperation
tendencies of entities under various combinations by analyzing
the fixation probability in evolutionary games. The so-called
fixation probability refers to the probability that a strategy
spreads from a single mutant individual within a population to
eventually dominate the entire population[26],[27].

3.1. Profit Analysis of Transaction Strategies in the
Game

In the data transaction market, some entities are responsible for
data collection, while others are tasked with data processing.
The benefits generated from data are the result of collective
efforts. Prior to cooperation, participants cannot observe the
strategies adopted by other entities in the market. For the sake
of simplicity, we assume that cooperative benefits are evenly
distributed among all entities involved in the cooperation.
With reference to Hauert[28], we assume there are M entities
participating in data factor tradings in the market, including

X cooperators, Y defectors, Z loners, and W punishers (where
X+Y + Z+ W = M). From a population of M entities,
N entities are randomly selected to form a game group for
project implementation. § represents the profit of loners. ¢
represents the cost incurred by cooperators (or punishers). The
value created through cooperation is r times the cost ¢ (i.e.,
r denotes the rate of return). § provides a reference baseline
for cooperative benefits—specifically, it represents the market
value that an entity can generate by using a given dataset
independently without engaging in cooperation. The value of
§ may increase with network effects and decrease accordingly.

B denotes the punishment intensity coefficient with which
punishers sanction defectors, or equivalently, the punishment
intensity perceived by defectors. af denotes the punishment
coefficient with which punishers sanction entities that refuse
to participate in punishing defectors, or equivalently, the
punishment intensity perceived by those non-participating
entities. When terminals communicate via SIP signaling, the
call server that provides the service typically also offers a
presence service. When a punisher initiates a punishment
request, the call server blocks all outgoing connection requests
from the punished party, and the punished party’s login status

)

is simultaneously set to ”dispute frozen.” Non-participating
entities can query this presence service to obtain the current
status of other nodes (e.g., online, dispute frozen, etc.). ~
and a7y represent the costs borne by punishers for the two
aforementioned punishment behaviors, respectively. We assume
N >7r > (1+6/c)and B > 7,1 > a > 0. Based on
the hypergeometric distribution[29],[30], the average profits
corresponding to the above strategies are as follows:

zZ
P, = EN% 5+ B(Z) — F(Z)e = —— (N ~1)G(V)ap
N-—-1
(+71) w
P, = §+B(Z)— —— (N —1)8
(N7 M-1
P, =94
z
P, = (;Vl‘llg §+ B(Z) — F(Z)c — Ti TN -1y - —M)i T (N = DG )ay
N—1
(1)
where,
X+ W <NZ—1)
Bl =re—7 (1_N(MZ)(M_(Z_N+1)(%_11)>
gy g T M-N (NZ,I) r o Z41 rM-z-2)
(#) = 7NM—Z—1+<1]‘§:11) NM-2Z-1 m—z-1
BT G
M) =1- 5 (%:ll)
(2)

Apart from the scale parameters, all game-related parameters
in this paper are illustrative parameters that reflect the
economic behavioral characteristics of transacting subjects,
rather than parameters of the information system.

3.2. Simulation of Game Behavior Among Data
Transaction Entities

To secure higher profits, entities will adjust their strategies
based on their opponents’ strategies, environmental factors,



Table 1. Game Profits of the Four Strategies

Cooperation(X) Defection(Y) Loner(Z) Punishment(W)
. (X—1)(N—1) ()
Cooperation(X) (r—1)c = [1 + T] —c (r—1)c — (Mj, [(r—1)c—4] (r—1)c
N-1
Defection(Y) e {w] o, ) (2 § W (N —1)(% - B)
N M—1 (! ) M-1 N
Loner(Z) ) 8 ) )
z
Punishment (W) (r—1)c 1+ (Wfklf)_(qlfl)) —c— (Mfl\v/‘f/)_(fvfl)'y (r—1)c — E,&j [(r—1)c—4] (r—1)c
N1

and game outcomes during repeated games. By integrating
environmental influences with individual strategies, we use the
Moran process to simulate the four strategy combinations. The
specific game structure is presented in Table 1.

In the Moran process, the parameter w € [0,1]—used
to calculate fitness[27]—represents the intensity of natural
selection. When w is close to 0, the external environment
in which players operate exerts a greater impact on fitness;
when w is close to 1, the interactions between players have a
more significant impact on fitness. Fitness reflects the combined
effect of dominance and game dynamics.

In accordance with the requirements of the Moran
process, after the population is fully mixed, four types of
entities—cooperators, defectors, loners, and punishers—engage
in random pairwise games (self-gaming is not considered). For
example, when a cooperator interacts with a defector, the profit
of the cooperator is %£¢ [1 + %(N —1)| — ¢, denoted as
Pxy. The game profits between other types of entities are
presented in Table 1.

Let x, y, z, and w represent the counts of the four types of
entities participating in the project, where N = z+y+z+w. For
convenience, we use the 3D array (z,y, z) to denote a combined
state of the four types. Based on the definition of the Moran
process, the fitness values corresponding to the four types are

as follows:
fw,y,z
Gz ,y,z w
=(1-—- 11 3
g | (- )+ 3)
lI,y,Z
where,
(x —1)Pxx (W)Pxy (2)Pxz (N—z—y—2)Pxw
(z)Pyx (y—1)Pyy (2)Pyz (N—z—y—2z)Pyw

= 14
(2)Pzx (y)Pzy (2—1)Pzz (N —=z—y—2)Pzw

(z)Pwx (y)Pwy (2)Pwz (N—-z—y—2z—1)Pww
(4)

Among them, fz 4.2y 9z,y,z» Pz,y,z, and lg , . represent
the fitness of cooperators, defectors, loners, and punishers,
respectively. Based on the fitness of each type of entity, we
can calculate the transition probability between different entity
types. It is assumed that when an entity type transition
occurs, only one entity type participates in the transition,
and only one individual from this type is involved in the
transition. The transition probability is calculated as the
product of the proportion of the current entity type in the entire
population and the proportion of the target entity type in the
entire population under fitness weighting. ¥¥T,, represents the
probability that no entity type transition occurs. §Z+1Tm_1
represents the probability that one individual from entity type

x transitions to entity type y; other similar notations follow
the same interpretation. The specific calculation method is as
follows:
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(6)
Figure 5 illustrates a potential evolutionary outcome under

m

the fourth game scenario. After multiple rounds of games,
cooperators and punishers emerge as the dominant groups
within the population.

3.3. Analysis of the Evolutionary Tendency of
Transaction Entities

An evolutionarily stable strategy (ESS) refers to a strategy
adopted by the majority of a population’s members. The
benefits this strategy confers on entities cannot be matched by
any other strategy. In evolutionary games involving randomness
in finite populations, fixation probability is a key indicator for
analyzing whether a strategy can qualify as an evolutionarily
stable strategy.

To calculate the fixation probability in multi-strategy
games, we treat the transition matrix as a process that
describes strategy transformation when an independent
strategy competes against a set of other strategies. All
strategies except the independent one form a ”super strategy.”
We use the calculation method proposed in[27] to compute
the fixation probability of this independent strategy. When
calculating the fixation probability of other strategies,
we sequentially adjust the independent strategy and its
corresponding super strategy. When the individual state of the
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Population evolution process
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Fig. 5. Population evolution process

independent strategy is 1, it corresponds to multiple individual
states of the super strategy; in such cases, we calculate the
fixation probability of the independent strategy by taking the
average value.

Below, we analyze the cooperation tendencies of entities
across the four strategy combinations, based on the relationship
between the rate of return r and fixation probability. Figure
6 illustrates the changes in fixation probability for the four
Figure 7
illustrates the changes in fixation probability for the four

combinations when the profit of loners is 0.2.
combinations when the profit of loners is 0.5. Figure 8
illustrates the changes in fixation probability for the four
combinations when the profit of loners is 1. The profit of loners
serves as the baseline return that individuals in the population
can obtain through independent efforts.

The gray plane in each figure represents the reference
probability. For example, in the ”Cooperator-Defector-Loner-
Punisher” scenario, the probability of participants choosing
each strategy is 0.25. We consider that when the fixation
probability of a particular strategy exceeds the reference plane,
this strategy exhibits a selection bias within the population.
When all strategies fall below the reference plane, the
population has no distinct preferred strategy, and individuals
tend to adopt the strategy with a relatively higher fixation
probability. The parameters used in the simulations, such as
population size, punishment cost, and punishment intensity,
are based on references[31][32][33]

Figure 6 to Figure 9 indicate that when individuals select
a game strategy, they must comprehensively consider, at
minimum, factors such as the return from cooperation, the
intensity of natural selection (w), the profit of loners (4), and
the punishment intensity exerted by punishers.

Figure 6 to Figure 8 demonstrate that, with cooperative
profits held constant: as the intensity of external environmental
selection (w) increases, the fixation probability of cooperators
rises significantly, while that of defectors decreases significantly;
with the intensity of external environmental selection (w) held
constant, as the rate of return (r) increases, the fixation
probability of cooperators rises significantly, while that of
defectors decreases significantly; when the fixation probability

Cooperator-Defector

Cooperator-Defector-Loner

Er et

Fig. 6. Fixation Probability (§ = 0.2). M = 120 N =6 c =1 1.5 <=
r<=3901<=w<08a=01=11v=03(1) X =60Y =60
(2) X =40Y =40 Z =40 (3) X =40Y =40 W =40 0.1 <=w < 0.5
(4) X =30Y =30Z=30W =300.1<=w < 0.65

Cooperator-Defector Cooperator-Defector-Lor

Env Selection 3
B Retum lal Return

Env Selection

Fig. 7. Fixation Probability (§ = 0.5). M = 120 N =6 c =1 1.5 <=
r<=3901<=w<08a=018=1~v=03(1) X =60Y =60
(2) X =40Y =40 Z =40 (3) X =40 Y =40 W =40 0.1 <=w < 0.5
(4) X =30Y =30 Z=30 W =300.1 <=w < 0.65

is lower than the reference probability, it indicates high
uncertainty in the strategy selected by individuals.

By comparing (1), (2), and (3) in Figure 6: the presence
of loners and punishers leads to a rapid downward trend in
the fixation probability of defectors; a comparison between
(2) and (3) shows that punishers can more effectively
suppress individuals’ defection behavior in the environment,
however, under the same profit conditions, punishers also
inhibit individuals’ cooperative behavior;
the ”Cooperator-Defector-Punisher” combination, when the

additionally, in

intensity of external environmental selection (w) is relatively
high, punishers will penalize all participants, resulting in
abnormal market operation.

A comparison between (2) and (4) shows that when
the investment return (r) has increased significantly, the
fixation probability of loners in the ”Cooperator-Defector-
Loner” combination remains relatively high—meaning there is
a high probability that individuals will not engage in data
transactions with one another; the trend in (4) indicates that,
in the fourth strategy combination, the fixation probabilities
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of loners and defectors are significantly lower than those in
(2); since punishers are a special type of cooperator, the
fixation probability of the population’s tendency to cooperate
is significantly higher than that in (2); when the fixation
probability of cooperators exceeds the reference plane, the rate
of return in (4) is lower than that in (2), yet the population
can obtain returns through cooperation earlier; both Figure 7
and Figure 8 exhibit this upward trend.

By comparing the fourth strategy combination across Figure
6 to Figure 8, we observe that as the profit of loners
(6) gradually increases, more efficient individual productivity
delays group cooperation. Figure 9 illustrates that increasing
punishment intensity can effectively suppress the tendency to
defect and accelerate the fixation probability of the cooperative
tendency to exceed the reference plane.

The above simulation results demonstrate that the incentive
mechanism embedded in the technical scheme combining the
SIP protocol with the NAT network can achieve the governance
effect proposed by Common Pool Resources governance
theory—mnamely, that the majority of individuals in the
population adopt cooperative strategies. This study provides
a technology-supported institutional system for non-excludable
data factors. Only on the basis of traders’ stable cooperation
can the value of data factors—such as non-rivalry and zero
replication cost—Dbe realized.

4. Related Research

We believe that current research on data (factor) transactions
can be categorized into three perspectives: value chain research
centered on datasets, research on data transaction market
construction schemes, and research on governance methods
for data factor transaction markets. These studies reflect the
process by which data evolves from specific datasets to an
abstract concept.

The data value chain originated from enterprises’ needs
for massive data management[34] and has received widespread
attention with the development of big data technologies[35].
In industry-specific research—such as in supply chains[36],
finance[37)], agriculture[38], and healthcare[39]—people have
further recognized the new value that the data value chain
brings to industries.

When data transactions need to be conducted across
organizations and countries[40], constructing transaction
environments has become a new research hotspot. Transaction
environments have evolved from cloud-based environments[41]
to distributed transaction environments[42]. Studies[42],[43],[44]
have explored how to use blockchain technology to address
security and credibility issues in data transactions within
distributed environments. Research[45],[46] aims to promote
cross-border data flow and transactions through more
reasonable profit distribution mechanisms.

Research on transaction environment construction schemes
has also stimulated in-depth exploration of governance
mechanisms for data factor tradings. Governance mechanisms
are divided into two types:
organizing units or departments, and governance based on

governance centered on
polycentric governance theory. Governments[47],[48], internet
platforms[49], and data intermediaries[50] all play organizing
roles. In the ”platform society”[49], a large amount of data
is controlled by a few large technology platforms, making
platforms a natural dominant model for data governance. By
applying evolutionary game theory, the value of regulators in
open data governance is elaborated[51]. Attention needs to be
paid to balancing differences between individuals, and between
individuals and policymakers[52].

On the other hand, data stored dispersedly among
numerous interconnected entities forms a ”datasphere”[53]. In
environments where governments, markets, societies, and non-
governmental organizations coexist, studies[54] have discussed
how to use polycentric governance theory[55],[56] to promote
coordination and cooperation among different entities and
establish a more efficient market. While polycentric governance
theory 1is increasingly accepted as a governance concept,
relative differences between entities in the datasphere lead to
divergences in their governance demands.

The abstraction process directly defines data as data factors
but fails to resolve the inherent dilemmas of non-excludability
and non-rivalry in data itself. Unlike existing research, while
abstracting data, we have defined new connotations for data
factors through an extended approach.

5. Conclusion and Future Work

The non-excludability of data is the core focus of our research.
Compared with data factors, other factors of production possess
excludability. The boundaries of excludable factors are easier
to define, and property-rights proof can be established through
registration and query, thereby achieving protection at both
the physical and the property-rights levels; the boundaries of
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non-excludable factors, by contrast, are difficult to define, and
such factors cannot form effective proof through themselves,
so they require an institutional system to constrain users’
behavior in order to achieve the effect of protecting the factor.
Accordingly, the governance of excludable factors can rely more
on private property-rights mechanisms, whereas data factors,
because they cannot define their own boundaries, rely more
on Common-Pool Resource (CPR) governance mechanisms that
take the constraint of users’ behavior as their core.

This therefore requires that the information system be
grounded in CPR governance mechanisms, so as to control
the orderly flow of data factors among specific subjects and
thereby create value. At the present stage, this research has
identified the point of convergence between economic theory
and technical solutions, linking economic and technical issues so
that the next stage of development can be applied more rapidly
to the construction of data trading markets. In terms of the
service goal, this system is essentially different from systems
that encourage information sharing.
framework

Building upon Ostrom’s CPR governance

outlined above, we define the data factor as a six-tuple.
Meanwhile, we develop a technical system embedded with the
“supervision-punishment-commitment” mechanism to enable
the governance of factor excludability.
this

can construct an operating environment for

Relying on the
“terminal-pipe-cloud” architecture, technical system
data-factor
transactions.

To verify the role of this new data factor definition in
constructing transaction markets, we employed evolutionary
game theory to simulate two key aspects: first, market stability
under the coexistence of strategies (i.e., cooperation, defection,
loner, and punishment); second, the impact of initial market
institutions on participants’ strategy choices. In a certain sense,
when a dataset can be converted into a six-tuple format, it can
become a tradable data factor.

The punishment behavior supported by the combination of
the SIP protocol and the NAT network—mnamely, connection
blocking—is essentially a pledge mechanism collateralized
by the punished party’s entire business cooperation value.
Its effect directly

and subsequent transactions, thereby effectively freezing its

impacts the punished party’s ongoing

business relationships in the market. Compared with smart
contract slashing, the blocking approach does not require
defining the relationship between the collateral value and
the transaction value, which simplifies transaction rules,
reduces participation costs, and eliminates potential arbitrage
opportunities. Reputation systems can help traders select
more trustworthy counterparts; however, from a governance
mechanism perspective, reputation systems only accomplish
the ”commitment-supervision” phase and lack an effective
punishment mechanism.

The primary task for the next step is to expand the
application scope of computing environments that support
factor property rights protection in data trading scenarios,
and to extend into data-driven cooperation and collaboration
fields. To improve system reliability, use the
SIP OPTIONS method to periodically query the status of

network elements and the platform during prototype system

we will

development, and collect statistics on the effectiveness of
the punishment mechanism. We will validate the prototype
through a multi-party data collaboration scenario, and
investigate system metrics such as the impact of fingerprint
verification on model training performance (e.g., the percentage

increase in sample reading time), the response time of the
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punishment mechanism (connection blocking), and system
throughput under concurrent transaction scenarios. We also
expect to provide configuration recommendations for practical
deployment by combining system performance analysis with
the scenario. Secondly, improve the training efficiency of data
sandboxes—for instance, by using neural networks to analyze
malicious code and reducing the number of functions that need
to be tracked.Thirdly,

rules constrain the connectivity relationships among traders.

in real trading markets, transaction

Therefore, we need to investigate the impact of population
topology on the equilibrium states of the game, as well as to
study incentive mechanisms based on value distribution that
enable more entities to benefit from data transactions. At the
same time, we will treat system security and business security
issues in data trading as an independent research problem.
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